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$whoami

Head of Adv Simulation @JUMPSEC, joined 2022
Loves all things cloud 
Loves math rock

@gladstomych
sunnyc@jumpsec.com



Let’s set the stage

(post drop – 27th Dec)
(which was day after Boxing day ….)



Community reaction?



Initial rumour

Nov - Pay-walled 
bypass



What are Entra ID CAPs?

Think of CAP as this

Hole is for users
Yellow wall for bad guys

Rumour: 
Requiring Company device?
No more



Pictorially

Fulfil 
Conditions

User sign in

Present 
Grant

Entra ID

Client ID (Az cli, Az PowerShell, M365, Intune,...)
IP Range
Compliant device, Hybrid Joined
…

Correct grant 
(correct pass, got through MFA / PKI check)
Adequate strength 

can be satisfied in the past
( e.g. browser cookies / refresh token)

Pass both?
Access Granted

Session tokens created

Fail any?
Access Denied



1 mo Later Rumour became reality



Quick Recap

HINT 1:

Client ID: ‘9ba1a5c7-f17a-4de9-a1f1- 6178c8d51223’ 

HINT 2:

[Intune Company Portal]

At the time we didn’t have the BH slides 



How would you approach this?

WHAT – being able to run offensive 
tools

HOW - Authenticate into Entra ID with 
compliant device CAP, without using a 
compliant device

The red team, using a Microsoft 0-day on the next 
engagement



How OAuth2 works in Entra

- Grant: Authorize Code flow (code)
- Grant: refresh_token
- Grant: Device code flow
- (some others)



OAuth2 mechanism & RTFM







Message after RTFM

Redirect URI is not Arbitrary
Microsoft doesn’t publishes their first party App redirs

So this is probably the main thing we need to rev eng



Research Setup

Research Entra ID tenant with 
appropriate license
CAP rule require compliant device for all 
‘Cloud Apps’
And …



Approach one – device code

Because .. it has the 
name ‘device’ in it

You can specify client 
ID when initiating a 
device code sign in



MSDN for ref



We’re blocked

Review of logs: 
Did not satisfy 



Here we go, Company Portal App…

What would be your approach?



Approach 2 – Using the App as Is

• Yes we could sign in!
• Review logs
• But we didn’t know 

how it worked



Approach 3 – Trying other known Redir URIs

The nativeclient redir is used by Az PowerShell / Cli, 
Teams, …



Got hit by the RFC specified error



Approach 4 – Trying to get TLS layer HTTP proxy working

Burp suite
System proxy
CA cert





Okay – System level https proxy working



CA is auto switched & Trusted



But for what we needed … it did not work out

Reason?
mTLS check?

Proxy 
detection?



Google to the rescue

There must be those with enterprise SSL HTTP proxy with same issue?





It was in the error logs





Weaponisation – so it talked to Graph API

Timestamp – 13th Dec
One day after Dirk-jan leaked 



So we just weaponised it in 1 week…?
Just kidding
Code base was 85% there at the time
Was a generic offensive Entra ID auth tool



Demo 
time



Story around Release

Comms it was all comms
Making friends by releasing around Christmas



Vendor side

Responsible disclosure? 

Fortunately Yuya 
already told MS



The shadow patch

Roughly 20th Feb 2025
Microsoft quietly reduced the scope for the token you could get from 
company portal

Noticeably more narrow than the original, notably only

ServicePrincipalEndpoint.Read & User.Read

on top of the Intune related ones.

Also Tokensmith’s executable has become ‘malware’



How to Defend against it?

Detection work: https://quzara.com/blog/bypass-intune-conditional-access-using-tokensmith-
detection-response

https://quzara.com/blog/bypass-intune-conditional-access-using-tokensmith-detection-response
https://quzara.com/blog/bypass-intune-conditional-access-using-tokensmith-detection-response


Thank you & QnA

If you like what we do …

If you wanna check out the work: 
https://github.com/JumpsecLabs/TokenSmith

https://labs.jumpsec.com
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