
Reverse Engineering a Rumour
Story behind weaponising the Intune Conditional Access Bypass 

Sunny Chau - Bsides HK 2025



Agenda

Tell a cool 2 part story 
Part 1 - reverse engineering
Part 2 - making friends

And not delay lunch for everyone too much ;)



$whoami

Consultant @ JUMPSEC Adv Sim , joined 2022
Loves all things cloud 
Loves math rock

@gladstomych
sunnyc@jumpsec.com



Let’s set the stage

(post drop – 27th Dec)
(which was day after Boxing day ….)



Community reaction?



Let’s rewind the clock a little bit

Timeline  
11th Nov – First Rumour
…

[ The fun part ]
…
27th Dec – Post Drop + went viral



Initial rumour

11th Nov – Pay-walled 
bypass



What are Entra ID CAPs?

Think of CAP as this

Hole is for users
Yellow wall for bad guys



CAP gap?

The block rules (wall) has to fit exactly as a 
negative of the access restriction 

Sometimes unexpected gaps 
appear in edge cases



Pictorially

Fulfil 
Conditions

User sign in

Present 
Grant

Entra ID

Client ID (Az cli, Az PowerShell, M365, Intune,...)
IP Range
Compliant device, Hybrid Joined
…

Correct grant 
(correct pass, got through MFA / PKI check)
Adequate strength 

can be satisfied in the past
( e.g. browser cookies / refresh token)

Pass both?
Access Granted

Session tokens created

Fail any?
Access Denied



What is an enrolled device?

Starter device needs enrollment

The enrollment mechanism cannot 
‘require’ a managed device

(don’t want to get into the compliant vs 
joined details but there are difference)



1 mo Later Rumour became reality



Quick Recap

Black Hat EU 24’ - Yuya Chudo - ‘Unveiling the Power of Intune’
‘9ba1a5c7-f17a-4de9-a1f1- 6178c8d51223’  [Intune Company Portal]

- Can be used to bypass compliant & hybrid joined
- Can be used to enroll devices
- Access Token can access Graph API… (think GraphRunner or 

ROADtools)

At the time we didn’t know the redirect URI nor have the BH slides 



How would you approach this?

WHAT – being able to run ROADtools (& 
others)

HOW - Authenticate into Entra ID with 
compliant device CAP, without using a 
compliant device

The red team, using a Microsoft 0-day on the next 
engagement



Knowns & Unknowns

• Client ID

• Client Name



How OAuth2 works in Entra

- Grant: Authorize Code flow (code)
- Grant: refresh_token
- Grant: Device code flow
- (some others)



OAuth2 mechanism & RTFM



Most Important Error Relevant to us



OAuth2 Code flow URL

https://login.microsoftonline.com/common/oauth2/v2.0/authorize?

client_id=4765445b-32c6-49b0-83e6-1d93765276ca&

redirect_uri=https://www.office.com/landingv2&

response_type=code&

scope=openid%20profile%20https://www.office.com/v2/OfficeHome.All&

response_mode=form_post…







Message after RTFM

Redirect URI is not Arbitrary
Microsoft doesn’t publishes their first party App redirs

So this is probably the main thing we need to rev eng



Research Setup

Research Entra ID tenant with 
appropriate license
CAP rule require compliant device for all 
‘Cloud Apps’
And …



Approach one – device code

Because .. it has the 
name ‘device’ in it

You can specify client 
ID when initiating a 
device code sign in



MSDN for ref



We’re blocked

Review of logs: 
Did not satisfy 



Here we go, Company Portal App…

What would be your approach?



Approach 2 – Using the App as Is

• Yes we could sign in!
• Review logs
• But we didn’t know 

how it worked



Approach 3 – Trying other known Redir URIs

The nativeclient redir is used by Az PowerShell / Cli, 
Teams, …



Got hit by the RFC specified error



Approach 4 – Trying to get TLS layer HTTP proxy working

Burp suite
System proxy
CA cert





Okay – System level https proxy working



CA is auto switched & Trusted



But for what we needed … it did not work out

Reason?
mTLS check?

Proxy 
detection?



Approach x – Honorary Mentions

• Trying the Linux MS Company 
Portal Client 

• Trying to start a developer 
console 

• No logs to review lol



Google to the rescue

There must be those with enterprise SSL HTTP proxy with same issue?





It was in the error logs





Weaponisation – so it talked to Graph API

Timestamp – 13th Dec
One day after Dirk-jan leaked 



So we just weaponised it in 1 week…?
Just kidding
Code base was 85% there at the time
Was a generic offensive Entra ID auth tool



Demo 
time



Story around Release

Comms it was all comms



Vendor side

Responsible disclosure? 

Fortunately Yuya 
already told MS



Community Side

Me:

Dirk-janOf course! : )  let me 
know when it’s up



Holidays

Timeline so far
11th Nov – First rumour
12th Dec – Disclosure of vulnerable 
client ID
13th Dec – Initial research Done
17th Dec – Code written
20th Dec – Blog post + Repo out 

No promotions on socials cos it 

Was the holiday season



‘Drama’ right after Boxing Day

(and how it was handled)

I was chilling and enjoying Christmas

27th Dec night - My boss on our WhatApp group:
‘Hey there are a bunch of people sharing the news without crediting us’ 



And how it was handled

Me

*****[KOL]

Hey *****,
Thank you for covering our tool  :)

I released it a week ago without any social media 
because of the holiday seasons …

That said, would you mind adding credit to us in 
your post as the author of the PoC?

Yes totally understand. No problem. great tool 
Btw!



Nice guy though

our own post was reshared by *****  soon 
as it went up
It was a super stressful night on 27th Dec 



The shadow patch

Roughly 20th Feb 2025
Microsoft quietly reduced the scope for the token you could get from 
company portal

Noticeably more narrow than the original, notably only

ServicePrincipalEndpoint.Read & User.Read

on top of the Intune related ones.

Also Tokensmith’s executable has become ‘malware’



What happens now

• Detection for client ID
• Watch for rouge device being registered



How to Defend against it?

Detection work: https://quzara.com/blog/bypass-intune-conditional-access-using-tokensmith-
detection-response

https://quzara.com/blog/bypass-intune-conditional-access-using-tokensmith-detection-response
https://quzara.com/blog/bypass-intune-conditional-access-using-tokensmith-detection-response


Takeaways

Threat actors & KOLs monitor company blogs

Half written passion projects could be suddenly weaponised

Don’t be shy to talk to people & ask (nicely) - make friends along the way!



Thank you & QnA

I won’t keep you away from lunch any longer ;)

If you wanna check out the work:
https://labs.jumpsec.com/tokensmith-bypassing-intune-compliant-device-conditional-access/

https://github.com/JumpsecLabs/TokenSmith
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