
Payload-less Initial Access leveraging cloud 
workers & conditional access bypass

Sunny Chau & Tom Ellson

2025



Head of Adv Simulation @JUMPSEC

@gladstomych

sunnyc@jumpsec.com

Technical Director @JUMPSEC

@tde_sec
tellson@jumpsec.com

Who are we



Agenda

• Recap on AiTM & CAP Bypasses
• Leveraging TokenSmith
• AiTM inside of Cloudflare workers
• War Stories 
• Detection and Further Thoughts



AiTM – What is it and why care?

AiTM Phishing
• TI relevant – SS are you with us today in the audience?

• Not easy to detect / block
• Gets the actor a ton of access



AiTM Flow for Microsoft Entra ID

• User lured to AITM site
•  usually behind Cloudflare or proxy 

service

• User enters credentials and MFA.
• Malicious Server intercepts the 

returning ESTS* cookies for 
authentication  



AiTM Flow for Microsoft Entra ID

User returned to attacker-controlled 
redirection site

Attacker Imports ESTS* Tokens into the 
browser for session theft

OAUTH Flow for swapping the ESTS* cookie for 
Graph and Refresh tokens through the OAUTH 
Flow



ESTSAUTH Tokens

A password here



Session Theft



AiTM Common Toolkits 

• Modlishka - https://github.com/drk1wi/Modlishka
• Evilginx2 - https://github.com/kgretzky/evilginx2
• NecroBrowser - https://github.com/muraenateam/necrobrowser 



Real Word Examples Of Custom Kits



Phishing Related 
Indicators (1)



Phishing Related 
Indicators (2)



Adversary In The Middle (AiTM)



Fingerprinting



Tracking / Hunting



Further analysis

1

2



Preventative Controls - Conditional Access Policies 
(CAP)



What are Entra ID CAPs?

CAP In a Nutshell:
• Hole is for users
• Yellow wall for bad guys



Pictorially

Fulfil 
Conditions

User sign in

Present 
Grant

Entra ID

Client ID (Az cli, Az PowerShell, M365, Intune,...)
IP Range
Compliant device, Hybrid Joined
…

Correct grant 
(correct pass, got through MFA / PKI check)
Adequate strength 

can be satisfied in the past 
( e.g. browser cookies / refresh token)

Pass both?
Access Granted

Session tokens created

Fail any?
Access Denied



How do CAPs protect identities?
Something the user possesses

But 

The AiTM server, and the 
Adversary does not



What are those legendary 
things?

Compliant or hybrid Azure AD 
joined device

Public Key challenge
("phishing-resistant MFA")

Special ingress IP

..and weaker things like geolocation, client ID, 
User Agent string



(post drop – 27th Dec)
(which was day after Boxing day ….)

TokenSmith Detour -A story of bypassing the Compliant device boundary



December whispers
• HINT 1:

• Client ID: ‘9ba1a5c7-f17a-4de9-a1f1- 6178c8d51223’ 

• HINT 2:
• [Intune Company Portal]



OAuth2 mechanism & RTFM



Message after RTFM

• Redirect URI is not Arbitrary
• Microsoft doesn’t publish their first party App redirectors
• So, this is probably the main thing we need to reverse engineer



How would you approach this?

WHAT – being able to run offensive tools

HOW - Authenticate into Entra ID with 
compliant device CAP, without using a 
compliant device

The red team, using a Microsoft 0-day on the 
next engagement



Approach one – device code

Because .. it has the 
name ‘device’ in it

You can specify client ID 
when initiating a device 
code sign in



We’re blocked

Review of logs: 
• Did not satisfy the CAP



Approach 4 – Trying to get TLS layer HTTP proxy working

• Burp suite
• System proxy
• CA cert



Okay – System level https proxy working



But for what we needed … it did not work out

Reason?
mTLS check?

Proxy 
detection?



Google to the rescue

There must be those with enterprise SSL HTTP proxy with same issue?





Demo time



The shadow patch

• Roughly 20th Feb 2025 Microsoft quietly reduced the scope for the token you 
could get from company portal

• Noticeably narrower than the original, notably only on top of the Intune related 
ones:
• ServicePrincipalEndpoint.Read & User.Read

• Also, Tokensmith’s executable has become ‘malware’



So … we’ve covered Token-Flare

Now show me the payload-less initial access!

? ? ?

Yes



Cloudflare Workers

Serverless JavaScript functions that run at the edge - on Cloudflare’s global network. 
They allow developers to run logic close to users

Great work has gone into replicating AiTM flows inside of Cloudflare workers 
(https://zolder.io/)
• https://zolder.io/blog/aitm-attacks-using-cloudflare-workers/

• https://github.com/zolderio/AITMWorker



The Adversary's Perspective

• workers.dev is the domain name used, pages.dev is another beast
• The attacker controls part of the subdomain:

• Example: test-op-orange.<controlledbyattacker>.workers.dev

• Workers.dev & Pages.dev has a high level of reputation and is being widely abused

• The attacker can set up a Custom Domain
• CNAME records are created based off of the worker address

Hunting Tip:
Free Cloudflare Accounts use the Email Address as a subdomain (by default)



Cloudflare Workers



Improving Capabilities – What We Wanted

• OPSEC safe deployments

• Token exchange to obtain Graph and Refresh Token natively

• Modular FOCI client ID’S toggled based application scope

• Toggling MSGRAPH & AADGRAPH

• CAP Manipulation (Device Based Requirements – Intune bypass)

• AITM inside of CF for SAML applications



Operational Security



Conditional Access (Specific Devices)



Adjusting The Flow - User-Agent Manipulation 

Controlling the User Agent – We can control where Microsoft thinks we are 
authenticating from

Imagine a CAP is in place to enforce Windows compliant devices, 
however, allows unmanaged IOS and MACOS Devices, using this we can 
satisfy the CAP



Adjusting the flow



Abusing the Intune Flow (Inside the Worker)



Modular FOCI & Refresh



Abusing AiTM for SaaS access (1) 
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Abusing AiTM for SaaS access (2)
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Detection and Hunting

• Cloudflare Ranges Authentication
• Session Hijacking 
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